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EHR Safety: The Way Forward to Safe and Effective Systems

JAMES M. WALKER, MD, PASCALE CARAYON, PHD, NANCY LEVESON, PHD,
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A b s t r a c t Diverse stakeholders—clinicians, researchers, business leaders, policy makers, and the public—
have good reason to believe that the effective use of electronic health care records (EHRs) is essential to
meaningful advances in health care quality and patient safety. However, several reports have documented the
potential of EHRs to contribute to health care system flaws and patient harm. As organizations (including small
hospitals and physician practices) with limited resources for care-process transformation, human-factors
engineering, software safety, and project management begin to use EHRs, the chance of EHR-associated harm may
increase. The authors propose a coordinated set of steps to advance the practice and theory of safe EHR design,
implementation, and continuous improvement. These include setting EHR implementation in the context of health
care process improvement, building safety into the specification and design of EHRs, safety testing and reporting,
and rapid communication of EHR-related safety flaws and incidents.
� J Am Med Inform Assoc. 2008;15:272–277. DOI 10.1197/jamia.M2618.
Introduction
There is a growing consensus that widespread adoption of
electronic health care records (EHRs) is essential to achiev-
ing many American health care goals, including improved
care quality and patient safety (See Table 1 for definitions).
Although the benefits of well-managed EHRs may seem
obvious and are likely substantial, the overall safety and
effectiveness of EHRs have not been shown.1,2 Few EHR
risk-management strategies have been published.

As is the case with other health care interventions, the safety
and effectiveness of EHRs need to be tested and continu-
ously improved. The Committee on Quality of Health Care
in America of the Institute of Medicine notes that health care
organizations “should expect any new technology to intro-
duce new sources of error and should adopt the custom of
automating cautiously, alert to the possibility of unintended
harm.”3 Because EHRs are particularly complex technology
innovations—affecting workflows, communications, job def-
initions, working conditions, and job security—demonstrat-
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ing and improving their safety is critically important.5–10

This article outlines current knowledge regarding EHR
safety and effectiveness and proposes strategies to increase
them.

In the first organizations to use EHRs, software designers
knew the organization, the EHR’s users, and the specific care
processes the EHR was meant to support. The decades-long,
iterative development process that these early EHRs went
through improved the fit between the software and the
organization, the users, and the care processes. Because of
this extensive customization (a type of overfitting), reports
of EHR-related effectiveness from these organizations—
although important as efficacy studies—may not be gener-
alizable to the less customized EHRs and EHR implementa-
tions that most organizations will use. Later-adopting
organizations will range from well-capitalized, integrated
health care systems to small, resource-constrained physician
practices. The safety and effectiveness of EHRs in these
different organizations are likely to vary significantly.11

To select, implement, and continuously improve a safe and
effective EHR, health care organizations will need well-
executed strategies in a number of areas. Those listed in
Table 2 are drawn from studies of health care and other
industries.11–15

Some organizations are executing many of these strategies
and may be able to add those they are not. However, as EHR
adoption becomes more widespread, organizations with
fewer resources will need help to execute many of the
strategies—or they will need affordable access to EHRs
designed to minimize the need for those strategies.16

EHR Safety and Effectiveness
Assessing the overall safety and effectiveness of EHR use is
made difficult by the limited research literature. The few
available studies have largely been conducted by the devel-

opers of the EHRs and have focused on the effect of order
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entry (CPOE) systems on a limited number of error
types.17–20 Although some measures of error showed im-
provement, overall safety and effectiveness have been ad-
dressed in only five studies.21–25 Although the first two
studies have been widely cited as showing CPOE benefits,
neither showed improvements in patient outcomes.20–22 In
fact, the second study reported an increase in medication
errors and adverse drug events, which was reversed after an
improvement in the CPOE interface.22 The third study,
conducted in a subpopulation of a children’s hospital, doc-
umented a doubling of mortality (from 2.8% to 6.6%) after
CPOE implementation.23 The fourth study, conducted in the
same hospital, showed no significant change in mortality.24

The fifth study found that only thirty-one percent of physi-
cians and fifty-six percent of nurses believed that the EHR
contributed to improvement of care overall.25

In a systematic review of computerized clinical-decision
support, Garg et al. concluded that “only seven trials re-
ported improved patient outcomes . . . and no study re-
ported benefits for major outcomes such as mortality. Sur-
rogate patient outcomes, such as blood pressure and
glycated hemoglobin, were not meaningfully improved in
most studies.”26 A more recent systematic review of health
care information technology (largely EHRs) by Chaudhry et
al. concluded that in most health care settings, it may be
difficult “to determine what benefits to expect from health
information technology use and how best to implement the
system in order to maximize the value derived.”27 A sys-
tematic review of outpatient CPOE systems found only four
studies that addressed safety and concluded, “the relatively
small number of evaluation studies published to date do not

Table 1 y Definitions
Assessors of healthcare or EHR characteristics (including safety

and effectiveness): any organization that works to improve
healthcare in general or EHRs specifically—for example, Joint
Commission, KLAS, CCHIT, Leapfrog, CMMS, and other
healthcare payers.

EHR: The system of linked electronic information-management
sub-systems used to support direct patient care. The typical
EHR is comprised of a growing set of interconnected software
applications including but not limited to patient-data
repositories with links from feeder systems such as laboratories;
electronic communications among clinicians and patients; order
management systems (including care planning, order entry,
pharmacy order processing, and documentation of medication
administration); and data-input devices. Different
organizations’ EHRs are comprised of unique constellations of
information-management subsystems, making a more precise
definition misleading. (See Tang, 2003 for a fuller discussion.)4

EHR-Related System Flaw: Any characteristic of an EHR or of its
interactions with other healthcare systems that has the potential
to worsen care quality or patient outcomes. Other healthcare
systems include individuals, care teams, facilities, policies, care
processes, and healthcare organizations. Flaws may be
introduced during the specification, design, configuration, or
continuous-improvement phases of the EHR lifecycle.

Safety Incident: a non-routine event which has the potential to
contribute to patient harm.

Software Specification (or Software-Requirements Specification):
a statement of what a software system should do (See IEEE
Standard 830-1998.)
provide adequate evidence that CPOE systems enhance
safety and reduce cost in the outpatient settings.”28 Another
systematic review of the effect of EHR use on the quality of
outpatient care came to a similarly negative conclusion.29

Beyond the published literature, what is the evidence that
EHRs can support overall improvement in patient safety?
One important source of evidence is the experience of
organizations that use relatively mature EHRs.1 In those
organizations, including those of the authors, clinicians
regard easy access to test results, clinician observations,
clinical-decision support, and e-messaging as vital to care
quality and patient safety. Patient safety programs, such as
medication reconciliation at the transitions between the
outpatient and inpatient settings, depend critically on the
EHR to make them feasible and effective.

EHR-related Safety Flaws
Complicating matters, the health care literature documents
the potential of EHRs to contribute to safety incidents and
patient harm.1,23,30–33 Beyond these published reports, sev-
eral organizations have collectively identified and docu-
mented thousands of potential EHR-related safety flaws.34

Most of these flaws are identified and mitigated before a
safety incident occurs. A small number (anecdotally, �0.1%)
are discovered after they contribute to an incident (for
example, a medication administration error).

It may well be, as some have argued, that the reports of
patient harm say more about the dangers of suboptimal
EHR implementation than they do about EHRs per se.35–37

But to the extent that this is true, it simply raises additional
questions: What are the positive and negative effects of
EHRs as implemented on care quality, including safety?
What implementation factors are associated with those
positive and negative effects? What EHR design, implemen-
tation, and continuous-improvement practices will lead to
maximized positive effects and minimized negative effects?
These questions need to be answered as rapidly as possible.

Seven Proposed EHR Safety Steps
In the absence of published research that identifies a com-
prehensive set of effective risk-reduction activities, health
care organizations (large and small), EHR vendors, and EHR
assessors need an interim, pragmatic framework for assur-
ing EHR safety. This framework needs to take into account
the full EHR lifecycle, including design, implementation in a

Table 2 y Organizational Strategies Necessary to EHR
Safety
Care-process transformation (thoroughgoing redesign of health

care processes to achieve significant improvements in clinical
outcomes, service levels, and costs)

Patient safety (consistent, organization-wide efforts to improve
care quality and patient outcomes)

Human-factors engineering (fitting technologies to organizational,
team, and individual needs)

Software safety (the application of systems engineering methods
to reducing the risks associated with software design and use)

Project management (the application of explicit management
practices to a project to maximize benefits and minimize costs,
including risks)

Continuous improvement (unceasing, systematic efforts to

improve processes and outcomes)
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specific organization, and continuous improvement after
implementation. We propose seven steps that health care
organizations, EHR vendors, and EHR assessors can under-
take in concert to ensure that EHR safety improves even as
adoption becomes more widespread.

Use EHRs as Tools for Health Care Process
Improvement
Health care organizations should approach EHR implemen-
tation and continuous improvement as part of their overall
process-improvement efforts. This approach will reinforce
the fact that safe and effective use of an EHR requires new
organizational policies, processes, work systems, job de-
scriptions, and education.38,39 This should start with the
explicit recognition of safety as a primary goal of all pur-
chasing, implementation, and continuous-improvement ef-
forts. This would require clinical operations leaders, health
care informaticians, and systems safety experts to apply
their combined theoretical and practical knowledge to each
of the stages of the EHR lifecycle. It might include designat-
ing an EHR safety officer who reports to the Chief Medical
Information Officer or Chief Quality Officer. Smaller hospi-
tals and most physician practices are unlikely to have the
resources to mount such an initiative. They will need access
to affordable, safe EHRs that require a minimum of local
adaptation and testing—what Greenhalgh et. al. refer to as
an “augmented product” that includes care-process en-
hancement recommendations, implementation and continu-
ous improvement services, a help desk, and technical sup-
port.11

EHR vendors should specify and design their products to
support high-performance processes and continuing process
redesign. Health care assessors, payers, and policy makers
should frame their initiatives and mandates from this same
perspective. For example, requiring and paying for im-
proved health care processes and outcomes (that are not
feasible without the effective use of an EHR) is likely to be
more productive than paying for the implementation of
EHRs per se. Finally, researchers should develop theoretical
and practical knowledge regarding the safest and most
effective ways to use EHRs to support improved care
processes. For example, the current narrow focus on order
entry (CPOE) should be broadened to address the iterative,
interdisciplinary process of order management that physi-
cians, pharmacists, nurses, and others participate in.

Design and Implement Safe EHRs
Health care organizations should understand their EHR-
related safety needs and require vendors to address those
needs. At its most basic, this means asking what software
safety personnel and practices the vendor uses. Larger
health care organizations will need to develop consulting
relationships or in-house resources in software safety and
human factors engineering to guide EHR purchasing, imple-
mentation, and continuous improvement.14,15 Smaller orga-
nizations will need access to augmented EHRs and to
impartial, actionable information on the safety characteris-
tics of specific products and implementation options.

EHR vendors should make safety a primary goal from the
earliest stages of specification and design. Methods devel-

oped in other industries will need to be adapted to health
care.14 The Certification Commission for Healthcare Infor-
mation Technology (CCHIT; http://cchit1.webexone.com)
should translate software safety principles and practices into
criteria for certification.14 Leapfrog (http://www.leapfrog-
group.org/) and other business coalitions should make
good software safety practices a criterion for participation in
their programs.

Improve EHRs through Safety Testing and Reporting
As the power of EHRs to influence care decisions is increas-
ingly recognized and EHRs are used to automate increasing
numbers of care processes, early recommendations for vol-
untary, local oversight of EHR safety40 are likely to be
replaced by requirements (perhaps enforced by the U.S.
Food and Drug Administration) that EHR vendors and
health care organizations test and report publicly on the
safety of their software systems. In advance of this, health
care organizations should evaluate the safety of their EHRs
carefully and document their safety procedures, analyses,
and results. Vendors should describe their safety testing
programs and any safety flaws they (or one of their custom-
ers) discover to all of their customers. Leapfrog has taken an
important preparatory step by developing a system for
testing the safety and effectiveness of implemented order
entry systems.41

In this context, it is crucial to remember that testing is only
one part (and perhaps the least effective part) of a software
safety program. Software safety involves identifying poten-
tial system flaws to be controlled and planning how to
control them as the system is being specified and design
begins. Changing a software system as complex as an EHR
after it has been developed (or implemented) is enormously
difficult, error-prone, and expensive. For this reason—and
even more importantly for patient safety—proactive safety
efforts must be emphasized over reactions to safety flaws or
incidents discovered in the field.14

A consulting company, KLAS (http://www.healthcomput-
ing.com/Klas/Site/), surveys hundreds of health care orga-
nizations on their experiences with specific software prod-
ucts every year. Organizations conducting EHR safety
surveys, such as KLAS, should add questions such as these
to their survey: “Does the vendor notify you proactively of
EHR-related safety flaws and recommend risk-mitigation
strategies?” and “Does the vendor respond promptly when
you identify a potential EHR-related safety flaw?” Finally,
researchers should study how EHRs can be tested in ways
that are both informative and resource efficient.

Prevent and Manage EHR-related Incidents
Local EHR implementation and continuous-improvement
teams make many decisions—regarding organizational pol-
icies, work processes, and software configurations—that
have the potential to create system-safety flaws. If it identi-
fies a potential flaw, an organization should notify its EHR
vendor, who may be able to provide a software enhance-
ment that removes the flaw. If the flaw cannot be removed
by changing the software, the organization may need to
change a process or policy. If this is not possible, the
organization should remove the function from the EHR. If
that is not feasible, users must be warned during training

(and in some cases repeatedly after go-live). Organizations
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should track their efforts to mitigate each flaw and any
safety incidents that occur.

The identification of EHR-related flaws increases markedly
with every new software deployment (both original imple-
mentations and upgrades).22,42 This makes ample numbers
of “shadow trainers” (who observe EHR users, answer
questions, provide just-in-time education, and report flaws
to the command center) a necessity.11 A 24-hour command
center that scans for flaws and incidents, makes rapid fixes,
and communicates them to users is also essential. This
support team should distill lessons learned into new (or
refined) procedures for future software design, configura-
tion, testing, and training.13

A second rapid-response team is needed to manage EHR-
related safety incidents. This team should include leaders of
clinical operations, the EHR support team, informatics,
information security, patient safety, risk management, and
public relations. The team must be capable of meeting on a
few hours’ notice to plan and carry out corrective action. All
EHR users who might encounter the flaw that led to the
incident must be warned of the flaw while the rapid-
response team simultaneously ensures that the flaw is
removed from the system and plans any necessary patient
communications and other remedial actions. Smaller orga-
nizations will need to scale their rapid-response team to the
available resources. This need will provide another incentive
for smaller organizations to subscribe to an augmented EHR
product that provides incident-management support or to
join an EHR cooperative. Interorganizational patient safety
collaboratives should aid organizations large and small by
adding EHR safety to their agendas.43

Communicate Safety Flaws and Incidents
When significant safety flaws or incidents are identified,
multiple EHR stakeholders need rapid notification. Profes-
sional societies (such as the Association of Medical Directors
of Information Systems) and EHR users’ groups have re-
cently begun using e-mail list-serves as informal notification
systems. Vendors are also beginning to notify their custom-
ers of flaws (along with solutions). To make these systems
maximally effective, organizations that use EHRs should
notify their vendors promptly of the flaws they identify.
Some of these flaws will turn out to be related to the
vendor’s software creation process; others will have been
introduced by the customer or by interactions between the
EHR and other health care systems. Often, this distinction
will be difficult to make. In any case, vendors should search
for other instances of the flaw and recommend to their other
customers appropriate software upgrades or configuration
changes. (Even when flaws are created by local configura-
tions or interactions between local EHRs and other systems,
the vendor will often be able to create the most effective
solution by redesigning the EHR software across its different
modules, for example, inpatient, outpatient, and pharmacy
in the case of medication reconciliation.)

EHR users and vendors should also submit the flaws and
incidents they identify to a national clearinghouse. This
clearinghouse should be managed by a trusted organization
and designed so that each organization can review the data
it submits as well as viewing all the data from its vendors’

customers and the entire clearinghouse in anonymized form.
Vendors should be able to see the data submitted by their
customers as well as the whole database—both in anony-
mized form. Researchers should have access to the complete,
anonymized database. This database would provide all of
these stakeholders critical information on the full range of
EHR-related flaws and incidents and their frequencies of
occurrence. Payers, regulators, and policymakers will need
to explore methods for protecting participants’ confidential-
ity and providing incentives for participation.

The clearinghouse should be based on a well-designed
taxonomy of EHR-related system safety flaws and safety
incidents, which has yet to be developed. Published reports
of CPOE-related errors have provided initial, high-level
typologies of safety incidents.30,44,45 However, their focus on
order entry is a substantial limitation, because flaws and
incidents are not limited to the order entry phase of care.46

Indeed, where multiple EHR components are integrated (for
example, order entry, nursing and pharmacy order process-
ing, and medication administration documentation), one of
the most important sources of EHR-related flaws is the
interactions among the components.15 In addition, the pub-
lished typologies have not addressed such critical issues as
the effect of the level of clinical-decision-support automation
on safety flaws and their likelihood of contributing to a
safety incident.14,47

Develop and Communicate EHR Safety Best
Practices
Health care organizations should document their policies
and procedures (including testing and flaw tracking) for
ensuring EHR safety and review them annually. Assessors
such as the Joint Commission should monitor compliance.
EHR vendors should include EHR safety best practices in
their implementation training and documentation. Users’
group meetings should provide information on evolving
EHR safety best practices.

An important next step in improving EHR safety will be to
convene experts from clinical practice, clinical operations,
informatics, human factors engineering, information tech-
nology, and patient safety to create consensus on what is
currently known about assuring EHR safety. Human factors
engineers and educators should then lead the development
of usable tools that enable health care organizations and
EHR vendors to follow those best practices routinely. Fi-
nally, systematic research into the prediction, prevention,
and management of EHR-related safety flaws and incidents
is needed to create the knowledge base on which improved
health care processes and EHRs can be built.

Conclusions
Knowledge of how to develop, implement, and continu-
ously improve EHRs for patient safety is currently limited
and not accessible to most health care organizations. Health
care organizations, EHR vendors and assessors, health care
informaticians, safety engineers, human factors engineers,
and other stakeholders must organize and disseminate what
is currently known and create a reporting system that will
advance understanding of EHR-related safety flaws. They
must work together to advance EHR safety knowledge and

practices so that no patient is harmed by an EHR.
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